X telc;mhg@,my

Performance Management:
Key to IP Telephony Success

Alan Clark,
President & CEO
Telchemy, Incorporated

http://www.telchemy.com

Burton Group Catalyst Conference 2004



VolIP Network Management... An Afterthought?

= VolIP is sensitive to network performance -- and end
users are sensitive to VolP performance

e Problems are often transient

e Problems can result from the interaction of network
components

e Problems are compounded by:
— large numbers of widely distributed endpoints
— remote teleworkers
— distributed call centers..

IP Telephony needs a well-defined
Performance Management Architecture
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Today’s Presentation:
e VoIP Performance Issues and Problems
e Enterprise IP Deployment Scenarios
» Today
= Future
e What are the problems we need to address?

e Emerging VolP Management Framework

e Steps to successful deployment
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VoIP Performance Issues and Problems

e Well Known Problems
» Packet Loss -- Leads to quality degradation
= Jitter -- Leads to packet loss (discards)
» Delay -- Causes conversational difficulty
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VoIP Performance Issues and Problems

e Well known problems
» Packet Loss -- Leads to quality degradation
= Jitter -- Leads to packet loss (discards)
» Delay -- Causes conversational difficulty

e |[esser Known Problems

» Packet loss and jitter are transient and can be hard
to detect and diagnose

= Echo becomes more obvious due to the delay of VolP
systems

= Clipping, echo and gaps in speech can be caused by
Incorrect configuration of gateways and phones

» EXxcessive delay or quality degradation can result
from incorrect configuration of jitter buffers
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Transient IP Problems?

Del
i M A S
>
DN >
Average loss or jitter per call — Grossly inadequate
< ----=--- P€--mm - GEEEEEEEE GEEE R PC--mmmmm - >
RTCP reports every 6-8 seconds — Barely adequate
O L EE LT P D e e DD = >
New RTCP XR -- Detect and measure the actual events
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VolIP Management Requires a Different Approach

e Traditional telecom problems don’t tend to move around
and “stayed fixed...”

...but, IP problems are often transient and may not
occur repeatably

e Network monitoring/ management systems need to
capture diagnostic info in real time...

...this requires a move from the “old” paradigm that
separated “Management” and “Test”

IP Telephony needs
Integrated Fault/ Performance Management

uuuuuuuuuuuuuuuuuuuuuuuuuuu

Burton Group Catalyst Conference 2004 3 ie | Ch e my



VolIP Management Requires a Different Approach

e Voice packets don’t always travel through the same
central point, and may change route during a call --
network probes won’t necessarily see every call/ packet

e Problems may occur at any point up to the user’s IP
phone/ desktop

e Remote IP endpoint may be in a different management
domain

Need capable, informative Embedded
Monitoring Functionality in IP endpoints
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2004... Enterprise IP Telephony Scenario

Central Location

Switched 100BaseT,
VLAN, GIigE, etc.
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2004... Hybrid IP PBX/ PSTN Gateway Scenario

Analog
| Phones ] )
S ; Introduces scope for a wider
Central Location range of problems, i.e., echo,
signal level
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2004... Teleworkers and Distributed Call Centers?

Analog
Phones

Cable,DSL, T1 | | Phone
No/limited QoS
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2004... Inter-Enterprise “IP Telephony”

i Gateway i <
e ] | Media 1P

Media
Central Location . Gateway Phone i
Demarcationt-——————— ]
Points
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2005... Inter-Enterprise “IP Telephony”

____________________________________

Customer/ Vendor

Central Location

VoIP traffic passes through 3-4 :
different networks -- Who “owns” § 1P
the problem of making it work? '

____________________________________________
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2005... VolIP over WIFI

Multipath
Interference RGN
-~ ~
P - s ~
. - - =~
‘t -~ - N =
- > Handoffs
Ky i’ IEEE 802.11 b/a/g + e \\
_a 7 PR
_______________ )
=
— Range

Industry focus on quality; however, still somewhat uncertain
what level of quality to expect...

... but, WiFi’'s a “hot” technology, expect widespread deployment
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2005... SRTP — More Secure, Less Manageable?

SRTP Stream

NRRRY NRARY [ NRARY | RRRY [ R

Probes, analyzers and voice quality
testers can’t decode encrypted payloads
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2005... SRTP — More Secure, Less Manageable?

SRTP Stream \

A NRIRY | @ NRRRY @ CP A

Don't encrypt
RTCP SR/RR/XR

Probes, analyzers and voice quality testers
can decode RTP headers and can make use
of RTCP SR/RR/XR metrics
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Where does this leave us?
e QoS controls, VLANS, prioritization can help
e Problems can still occur due to
= Access links to teleworkers, branch offices
= Core IP network issues and problems
= VoWiFi is an unknown quantity

* |nteraction of VolP with “analog” networks

e Secure protocols make problem detection/ resolution
difficult

e How to solve problems that span multiple networks?

e How to solve system level problems?
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VolIP Performance Management Framework #1

Call Server and

CDR database Network
Management
= System
A i
' JIA
Signaling Based / I
QoS Reporting | // I SNMP
|
: Network Probe// ,
I or Analyzer I
| -P e Vorp
VolP  [vo] =-=---- ' Gateway
Endpoint ¢ P N
< zZ - 7 g -~ _>
Embedded G // Embedded
mpe e . .
Monitoring Media Path Reporting Monitoring

(RTCP XR)
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VolIP Performance Management Framework #2

End-to-End Visibility of Service Quality
< >

Interdomain Service Level

< >| ?

VolP

VolIP Probe / Gateway

Endpoint SLA Monitor

s ah

RTCP XR

Management Management
Domain A Domain B
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VolIP Performance Management Framework #3

Use both active and passive
testing

Passive Active
Monitoring Test Call

VolP
Endpoint < = < = TQ]
S— _— = ——
A A
_____________ ->
RTCP XR

mmmmmmmmmmmmmmmmmmmmmmm

Burton Group Catalyst Conference 2004 3 te | C h e my



Enterprise Application using New Framework

____________________________________

Branch Office

Teleworker

Gateway

<
SLA Metrics

_________________________________
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Critical Steps For VolP Management Success

1. Pre-deployment testing

2. Apply the new performance management architecture
-- Insist on RTCP XR

3. Be sensible in balancing security vs. manageability --
Don’t encrypt RTCP XR

4. Use a common performance monitoring/ analysis technology in
endpoints, probes, analyzers, routers, etc.

5. Use management tools that understand system level VolP problems

6. Use passive monitoring to capture problems affecting live calls and
active testing for troubleshooting/ pre-deployment testing

7. Establish cooperative SLA agreements with service providers.
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Summary

e VolIP works reliably if your network does

e Switched 100 Base T, VLANs and diffserv work well --
But don’t neglect small offices, teleworkers, etc.

e Consider future direct IP-to-IP connections to customers
and vendors as a more complex multi-network problem

e There is a performance management framework
designed for VolP — Use it.
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